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Red Flags Rule

Identity Theft Prevention Training Program

What is a Red Flag?
· In simple terms, a Red Flag is an indication or warning that a fraudulent transaction or event could be occurring as a result of identity theft.

According to the Federal Trade Commission, by law, we must be able to do the following:

· IDENTIFY areas of exposure to ID theft and what types of events within those areas could be interpreted as Red Flags – what to look for.

· DETECT when these Red Flag indicators might be present.

· PREVENT and MITIGATE the exposure of financial or personal loss to  the VCCS and to the customer who might have been a victim of ID theft by investigating the detected Red Flags for actual fraud and responding quickly and appropriately if fraud does indeed exist.

· TRAIN our employees on how to accomplish all of this.

What is a “covered account”?
· A “covered account” is a customer account that has been identified as having the possibility of a Red Flag occurrence and must be monitored for the detection of a Red Flag.

· There are 2 types of covered accounts.

· Individuals. Any account that allows an individual to pay for a service or product over time with multiple payments. An example is an extended payment schedule for tuition costs.

· Customer Account. Allows small businesses or individuals to purchase products or services that are not paid in full at the time of the service or sale.  These accounts could be considered covered accounts, depending upon the overall risk factors involved.  As an example, this may apply to businesses that the VCCS provides services to every month, but only bills them at month-end.
Identity thieves may steal the following items:
· Address

· Telephone number

· Social Security card

· Date of birth

· Government issued driver’s license or identification number

· Alien registration number

· Government passport number

· Employer or taxpayer identification number

· Individual identification number

· Computer’s Internet Protocol address

· Bank or their financial account routing code

· Student identification number issued by VCCS

What should you look for?
A Red Flag may indicate that identity theft has occurred and fraud could be in progress:
· Notifications and Warnings from Consumer Reporting Agencies

· Suspicious Documents

· Suspicious Personal Identifying Information 

· Suspicious Covered Account Activity or  Unusual Use of Account

· Alerts from Others
If you have questions, contact your Program Administrator

· A Program Administrator should be assigned at each college from one of the following areas:

· Financial Aid Office

· Admissions & Records

· Business Office
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